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The Betterley Report
Editor’s Note: In this issue of The Betterley Re-
port, we present our 22nd annual evaluation of tech-
nology errors and omissions (E&O) insurance in
which we review 14 of the leading insurers active in
the market.

For 2023, we have added 2 newer sources of
coverage: At-Bay and Coalition; AXA XL (did not
respond) and Hiscox (unable to respond due to
staffing changes) have been removed.

Tech E&O is not immune from the continuing
expansion of insurers into the specialty insurance
segment, and insurers look to this expanding oppor-
Information in this Report includes information provided by participating insurance companies. Profess
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tunity to help fuel their growth. Cyber exposures of
tech companies make demand for this coverage
stronger than in the past, and lawsuits by hacked
clients will make the purchase even more compel-
ling. Lawsuits such as that brought by Affinity Gam-
ing (a breached casino) and its cyber-security pro-
vider Trustwave will become more common. This
will increase demand but also increase pressure on
rates.

While each insurer was contacted in order to
obtain this information, we have tested their re-
sponses against our own experience and knowledge.
Where they conflict, we have reviewed the inconsis-
tencies with the insurers. However, the evaluation
and conclusions are our own.

Of course, the insurance policies govern the
coverage provided, and the insurers are not respon-
sible for our interpretation of their policies or sur-
vey responses.

In the use of this material, the reader should un-
derstand that the information applies to the stan-
dard products of the insurers and that special ar-
rangements of coverage, cost, and other variables
may be available on a negotiated basis. Profession-
al counsel should be sought before any action or de-
cision is made in the use of this information.

Introduction

Coverage for the liability arising out of the de-
sign and manufacturing of technology-related prod-
ucts, the creation and implementation of software,
and the provision of related services is a growing
business, with specialty coverages designed to cov-
er the E&O liability that may not be covered under
traditional liability policies. Tech E&O coverages
can be purchased for technology consultants, sys-
tems integrators, application service providers,
ional counsel should be sought before any action or decision is made in the use of this material.
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Companies in this Survey

The full report includes a list of 14 markets for 
technology errors and omissions insurance, 
along with underwriter contact information, and 
gives you a detailed analysis of distinctive 
features of each insurer’s offerings. 
Learn more about The Betterley Report—
Technology Errors & Omissions.
Internet service providers, Internet retailers, cloud
services providers, network electronics manufactur-
ers, medical technology manufacturers, and telecom
companies. With a wide variety of coverages avail-
able, and each written on a nonstandard form, in-
sureds and their advisers can be confused and bewil-
dered by the choices.

The crush of data breaches affecting the clients of
technology services providers is having an effect on
the tech E&O line. Applicants for coverage that pro-
vide data security and/or breach forensic services are
increasingly being questioned about their activities and
E&O controls relating to data security products and
services. As more clients realize that a data breach is
expensive and, at best, only partially insured by their
own cyber policy, we expect that there will be more
lawsuits like Affinity Gaming v. Trustwave Holdings
Inc., No. 2:15-cv-02464 (D. Nev. Dec. 24, 2015).

Coverage for breach of data privacy continues
to be the hot topic in tech E&O product discussions,
as both service providers and site owners grow in-
creasingly anxious about loss of data. While most of
the news has been about data breaches suffered by
site owners, technology service providers have
been—or ought to be—concerned about their own
exposures. When we talk with our tech E&O read-
ers, many express worries about their exposures em-
anating from both their client work and from
breaches of their own data security.

There is confusion in the marketplace about da-
ta privacy coverage for service providers. This cov-
erage is generally referred to as tech E&O and cov-
ers the professional liability exposure of the service
provider. But what about the data breach that is not
the fault of the service provider but that involves
client data that it controls?

Our approach, adopted in 2012, makes the in-
formation presented more helpful to the readers.
Information in this Report includes information provided by participating insurance companies. Profess
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Our goal is to clarify the coverages for each of the
three types of risk.

A service provider’s data breach risk can arise
from any or all of the following.

■ Its failure to prevent a breach of its client’s da-
ta, which is a third-party exposure and should
be covered under an E&O form

■ A breach of its own data, which would not be
covered under E&O and is a first-party cover just
like data breach coverage is in a cyber policy

■ A breach of client data while in its possession,
perhaps through a network breach, theft of a
laptop, or similar means

Some insurers and brokers seem to assume that a
claim for any client data breach is a result of a profes-
sional error or omission and, therefore, covered by
the basic tech E&O policy. Our concern, though, is
that coverage for breach of data that is not a result of
an error or omission might also be needed.

Take, for example, a situation in which the tech
provider finds that some of its client data have been
breached. Would not the client expect the provider
to arrange (or at least pay for) the response? Would
not the provider want to step in and make the client
ional counsel should be sought before any action or decision is made in the use of this material.
ation or its contents may be copied, downloaded, stored in a retrieval system, 
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The Betterley Report
whole? And would not that help reduce the chance
of an E&O claim? We think the answer is “yes” to
all of these questions. 

For more on this topic, please see our discus-
sion on data privacy beginning on page 6.

Tech E&O policy provisions should always be
reviewed in connection with the insured’s commer-
cial general liability (CGL) policy provisions, espe-
cially with respect to new or emerging exposures of
concern. Some insurer markets offer coordinated
E&O and CGL coverage, whereas other markets
may offer monoline E&O only. Coverage not pro-
vided or excluded by an E&O policy may well be
addressed by the CGL policy. Given the complexity
of the coverage choices, a good insurance broker
can offer a lot of useful advice to prospective in-
sureds, and their value in negotiating coverage is
not to be underestimated.
Information in this Report includes information provided by participating insurance companies. Profess
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Like what you see in this
By purchasing the full report, you can 

address the changing technology errors
Learn more about The Betterley Repor
State of the Market

The tech E&O market is an attractive place for
insurers, as the sector’s economic growth is faster
than in other parts of the economy. However, expo-
sures are more difficult to evaluate, at least com-
pared with more traditional risks. And clearly, the
impact of ransomware claims on tech insureds and
their clients are burdensome.

In 2021, the US government Office of Foreign
Assets Control (OFAC) updated its advisory relat-
ing to ransomware payments; while it makes sense
from a “dry up the funding of criminals” stand-
point, it places victims, their insurers, and the re-
lated service providers in a very tough spot. We
would not be surprised to see tech (and cyber) in-
surers excluding claims payments that are prohibit-
ed by this advisory.
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 executive summary?
learn more about how 14 insurers 
 and omissions insurance markets.
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